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1.Introduction

Today it is very important to protect data which are sent to others over insecure
communication channels, in particular with regard to the increasing number of people who
are trying with malice aforethought to get access to this data.

In order to prevent the unauthorised access to statistical data it is necessary to increase
the protection level for file transmission between Eurostat and the partner in the member
states.

This aim can be achieved by using a cryptographic application. Based on the open source
encryption software WinPT / GnuPG, which was selected to protect the data, the idea is
to encrypt the file with the statistical data and send it via eDAMIS to the recipient. The
receiver will then decipher the coded file with the same software.

The main advantages of the selected application are among other things:

= the software package is free for commercial and personal use

= the installation of WinPT / GnuPG on Windows systems is easy
= the handling is user friendly

= there is no password which has to be exchanged

The following document contains a short description about the used cryptographic
method. Furthermore you will find instructions about the installation of the encryption
software and how to extract the public key. Finally there is a description what to do in
order to decipher coded files you have received from Eurostat.




3/11/2008

2.Background Information

If you have to send information to someone else and you want to keep it a secret, hide it
in another message so that only the right recipient will understand.

Many creative methods of hiding messages have been invented over the ages.
Cryptography in the computer age typically involves the translation of the original
message into a new and incomprehensible one by a mathematical algorithm using a
specific ‘key’. Just like you need to open the lock on a door with a key, the algorithm and
key protect the contents of your message from unauthorized access.

There are three primary cryptographic techniques. Two are used to encrypt information in
a form that can be recovered only by someone who has an appropriate key. The third,
which will not be explained in this document, used in authentication and integrity
schemes, scrambles input without any intention to recover it.

2.1 Conventional Cryptography

The conventional cryptography uses a single key to encrypt and decrypt a message. An
algorithm that uses only one key for coding and decoding is called symmetric.

Two parties who are using a symmetric cipher must agree on the key beforehand. Once
they agree, the sender encrypts a plaintext using the key, sends it to the receiver, and the
receiver decrypts the ciphertext using the same key. An example is the well known
application WinZip.

However concerning the security of this procedure, the main problem is not the security of
the symmetric key but with the key exchange. For an attacker it is probably much easier
to intercept the key when it will be exchanged compared to the cost to guess the right
key.

2.2 Public Key Cryptography

In order to eliminate the problem of insecure exchanging keys in advance, the public key
method can be used. Two keys, which are mathematically uniquely linked together, are
used in this scheme, one to encrypt and one to decrypt. Thus this algorithm is called
asymmetric. The underlying idea is that every person which is using this method has a
pair of keys in which one key is held private while the other one is made publicly
available. To send a message to someone, you encrypt it with the recipient's public key.
The recipient then decrypts it with his or her private key.

Concerning the transmission of statistical data this means, shortly after Eurostat has
received your public key, you can decipher coded files of Eurostat with the appropriate
private key on your PC.
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2.3 WInPT/GnuPG

The application which has been selected to use the public key cryptography method is the
open source software package WinPT / GnuPG. Both are free programs under the GNU
General Public License.

GnuPG
GnuPG is Gnu Privacy Guard and is the actual engine that does the encryption. It is a
command line program when used alone.

WinPT

WinPT (Windows Privacy Tool) is the graphical front end to GnuPG that runs on Windows
operation systems. It is easy to install and to use.

The application is divided into several, so-called managers. There is a manager for the
key (ring), for files and for smart cards.
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3.WinPT Installation / Key Generation

General

You have received the following two files from your partner in Eurostat.

- gnupt-2.7.2_gpgl.4.2- Installation procedure for WinPT / GnuPG. The package
wpt0.10.1-gpgrelay0.959-  contains the following software versions
int.exe GnuPG 142

WIinPT 0.10.1

- WinPT_documentation.xxx Description how to install, configure and to use WIinPT
(this document).

Requirements

Copy the executable file to any convenient directory on your PC. Take note of this
location as it will be required later on.

WinPT application is a PC based software which requires a minimum environment to run
under a Windows operation system:

e Windows 98/2000/XP operation system. However the program also works on
NT/95/ME but Windows XP or better is recommended.

e 128 MB RAM (at least).
e 3.5 MB disk space for initial installer storage.

It is not necessary to have administrator rights on the PC for installing the application.
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3.1 WInPT Installation

Start Installation
- Stop all other programs running on your PC.

- Open the directory where you have stored the two files received from Eurostat (see
page 6).

- Start the installation by double-clicking the file

gnupt-2.7.2_gpgl.4.2-wpt0.10.1-gpgrelay0.959-int.exe.

®% encryption

File Edit View Favorites Tools  Help

eﬁack - \_/l Lﬁ f_J Search ‘Hﬁ‘ Folders

Address |l.i' D:'kesthencryption

T

Folders
@' Cesktop

B My Documents
= ';I My Computer
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Necessary permission

- A small pop-up window appears. It contains information about the required installation
directory, depending on the rights your account has. You will need this information at a
later date.

In case your account possess administrator rights you can choose any convenient
directory otherwise select as directory "C:\Documents and Settings\YourUsername".

- Click Yes.

\::) Impartant infarmation Far installakion with anly user rights:
.

If ywou possess user rights and no main poweruser rights or
adrministrator rights on your PC {under Windows 2000)%P 2003

anlyl, then vou have to change the installation directory

From “C:\Program Files" to "Documents and SettingsYourUsername” |

The basic functionality of GnuPE, WINPT & GPGRelay is however
niat lirited thereby

Yes ] [ Mo

Wizard Installer

- Reminder: there should be no other applications running on your PC.

- Click Next.

welcome to the GRuPT 2.7.2
Setup Wizard

Thiz will install GAUPT on your computer.

It iz recommended that pou cloze all other applications before
cantinuing.

Click Mest to continue, ar Cancel to exit Setup.

httg:;";"www.eguigrlpfnte.de [ Mext > ] [ Cancel ]
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License Agreement

Select the ‘I accept the agreement’ button in order to confirm the License Agreement.
Click Next

Licensze Agreement

Pleaze read the following important information before continuing.

Pleasze read the following Licenze Agreement. vou must accept the terms of thiz

agreement before continuing with the installation.

GHU GENERAL PUBLIC LICENSE
Wersion 2, June 1991

Copyrght (C) 1989, 1991 Free Software Foundation, Inc,
b9 Temple Place, Suite 330, Boston, A& 02111-1307 USA

licenze document, but changing it i= not allowed,

(%) | accept the agreement

(| do not accept the agreement

Evervone iz permitted to copy and distHbute verbatim copies of this

[5|E

[£

hittp: /v, equiprmente. de [ < Back ][ Mext »

] [ Cancel

Installation Information

The next window is informing you about the possible components which will be installed
by default.

Click Next
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Choose Installation Location

- Confirm the destination folder or enter your own. The default folder is
C:\Program Files\GnuPT.
In case your account doesn't has administrative rights choose as installation directory
C:\Documents and Settings\YourAccount (see also page 8 - Necessary permission -)

- Click Next to continue.

Select Destination Location
Where should GruPT 2.7.2 be installed?

Ej Setup will install GruPT 2.7.2 into the following folder,

To continue, click Mest, [F you would like to zelect a different folder, click Browse.

|E:HDncuments and SettingshweizspphGnuPT | E Brawse..

At least 2.7 MB of free disk space iz required.

hittp: / A equipmente. de [ < Back. J[ Meut » ][ Lancel J

-10 -
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Choose Keyring Location

Select a directory where you want to store the keypair, i.e. both the public and the
private key. You can select any convenient directory you want.

- Click Next to continue.

Home Directory
Here you can chooze a folder for your Eeyings.

Choose a folder for your Keyrings:

O:hgpg-key

hittpe A Ay, equipmente. de [ < Back J[

-11 -
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Choose Components

Deselect in the following window the component GPGRelay. This application will not

be used.

Click Next to continue.

Setup

Select Components

wihich components should be installed?

2

Select the components vou want to install; clear the components you do not want to
ifiztall. Click Mest when you are ready to continue.

| Custom inztallation

Windows Privacy Tray 0.10.1
l"é:i PGRelay 0.959

Current zelection requires at least 3.4 MB of dizk space.

hittp: A, eguipmente. de

< Back ” M et l[ Cancel

X]

-12 -
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Choose Start Menu Folder

Confirm the default Start Menu folder (Windows Privacy Tools), or enter your own.

Click Next to continue.

Setup

Select Start Menu Folder

b
Where zhiould Setup place the program's shorbcuts? “"31"

Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Mext. [F pou would like to select a different falder, click Browse.

o]

| [ Browse. ..

hittpe A A, equipmente. de

< Back ][ Ne:ﬁ> ][ Cancel
by

X]

-13 -
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Select Additional Tasks

- Accept in the next two windows the pre-selected parameters
- Click Next in the first window and Install in the second one.

- The WInPT application will then be installed.

Setup

- [

Select Additional Tasks bk
YWhich additional tagks should be performed? #

Select the additional tazkz you would like Setup to perform while inztaling GruPT 272,
then chck Nest.

Autoztart:

Start WinPT with ‘windows
File-fzzociations:

ASC [ASCI armar detached signature]
GPG [GPG encroptedd/zigned file]
PGP [PGFP encrypted/signed file]

SIG [Detached zignature]

hitp: A Awaa. equipmente. de < Back ” Mext > l[ Cancel

Setup ﬁl

Ready to Install e ol
Setup iz now ready to begin instaling GruPT 2.7.2 on pour computer. ﬁ"-

Click Inztall to continue with the installation, or click B ack if you want to review or
change any settings.

Dreztination location:
C:A\Documents and SettingshweizspphGRuP T

Setup tupe:
Cusztom installation

Selected components:
Gru Privacy Guard 1.4.2
“windows Privacy Trap 07001

Start benu falder:
GruPT

httpe Afvien, equiprnente. de [ < Back ]l Install w} [ Cancel ]

-14 -
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Complete the installation
- Keep the selected box ‘Start WinPT".

- Press the Finish button

Completing the GhuPT 2.7.2
Setup Wizard

Setup has finished installing GruPT 2.7.2 on your computer.
The application may be launched by zelecting the installed
iConE.

Click. Finizh bo exit Setup.

Start \WinPT

hittpe A e, equipmente. de

- After this, the wizard program finishes the WinPT installation. The application has
been installed and the WinPT configuration starts immediately without an interrupt.

-15 -
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3.2 WinPT Configuration

- Immediate after the software installation it appears a small pop-up window with an
error-message. You will get this information when the installer program doesn’t find
any key pair on your PC. This message is normal.

- Click Yes to continue

WinPT X

- Could nok access andfor find the public and secret keyvring,
\__1) If this is an accident, quit the program and Fix it.

Conkinue if you want that WinPT affers yaou more choices,

Yes Mo

Look ahead

If you don't get this window, probably the installer program has detected an already
existing key pair on your PC and is trying to use these keys. This could occur, e.g. when
in the past another cryptographic software based on PGP has been installed.

GnuPG Preferences

The next window shows you information about the different locations used by the
application.

- Click OK

Key Generation (1)

- Select the first line ‘Generate a GnuPG key pair’ in the following window

- Click OK to continue

f* Generate a GnuPG key pair

" Copy GruPG keyrings from anather location

k. | Cancel

-16 -
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Key Generation (Il)

In the following window "Key Generation Wizard" you will be prompted for additional

information in order to generate a new key pair.

Select Expert

Key Generation Wizand

MHame and E-t ail &zsignment

Evem key pair muzst have a name azsociated with it. The name and
emall addrezs let your corespondents that your public key they are
uzing belongs o ug.

Real name:

By accosiating an email address with your key pair, you will enable
WWANPT o azsist your comespondents in selecting the cormect public
key when communicating with pou.

Ermail address:

%)

[ Prefer RS54 keys | (]S | Cancel | Ex=pert |

L

-17 -
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Key Generation (IlI)

It appears a window with predefined parameters (picture on the left side). Please
enter the following for the different options.

key Goneratio &

MOTE: K.ey generation can be a lengthy proces: MOTE: K.ey generation can be a lengthy process!
Pleaze wait until you get the meszage that key Pleasze wait until you get the meszage that key
generation was finizhed. generation waz finizhed.
Key type (default Key type |RS4 and RSA PGP |
Subkey size inbits 2048 10244096 Subkey size inbits |2048 10244095
Real name | Real name |NLN5| i
Comment [optional] | Comment [optional] |EGH
Email address | Email address |EH-3I'I'IF'|E@EC.EUTDF'H-EU
K.ey expiration W MNever l—_l K.y expiration W MNever l—_l
Pazzphraze | Pazzphraze s
Repeat pazsphraze | Repeat passphrase ==
[v Hide Typing [v Hide Typing
Start | Cancel ITI Cancel
e Key type

Change the key type and select as key "RSA and RSA (PGP)".

Subkey size in bits
Keep the predefined parameter.

Real name

The name consists of two parts. The first two alphabetic characters are the code of
your country following the standard ISO 3166-1 alpha2, e.g. NL for Netherlands.

The remaining three characters are reserved either for the national statistical institutes
(NSI) or the national central banks (NCB).

The example in the right picture "NLNSI" is the abbreviation for the national statistical
institute of Netherlands.

Comment
Enter as comment EGR.

Email address
You have to enter an email address. However you can choose any convenient address
you want.

-18 -
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e Key expiration
Keep the predefined parameter.

e Passphrase
You have to enter a password containing at least eight alphanumerical characters. You
can use any character you want.

Please keep the passphrase in safe custody because it is needed later in order to
decrypt among other things coded files from Eurostat

Key Generation (1V)

- You will see a new task starting in the window ‘Key Generation - Process Dialog’
- When the key generation is finished, a small pop-up window will appear.
- Choose OK.

GnuPG Status k @

key Generation completed

- When the installation is finished correct, it is not necessary to reboot the computer.

-19-
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4.Export of Public Key for Eurostat

Check that WinPT is running

- After the installation, there should be a key icon both on your desktop and on your
taskbar.

- The WInPT program is then running.

EN &2 4§ 1759

Look ahead
If you try to double click the icon on the desktop you receive an error message that the
program is already running.

4.1 Key Export
- Open with the right mouse button the little key icon on the taskbar.

- Inthe WIinPT menu, which then appears, click Key Manager.

Card Manager %

File Manager
Edit Clipboard

Clipboard »
Current Windaw  #

Preferences k

About, ..
Exit
llation EM &
¥

-20-
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- In the key manager window you will find information about your already created key
pair (see Key Generation on page 16).

BE=1Ed

B Key Manager

File Edit Key Keyserver GPG 7 k
e
Uzer D 4 Fey D Type | Size Cipher W alidity | Trust | Creation
MLMSI [EGR] <example@ec. europa. e 0eF733463F  pubfeec  2048/2048 RSARSA  Ulimate Full 2008-10-24
Eroups
Default Key: F733463F 1 kews (1 secret keys)

- Within the Key Manager menu select the Key option and then click on Export.

B Key Manager, |.'. __'I:I |F5_<|
File Edit ey Keyserver GPG ¥

Bamg Mew k

User D 4+ Exiit = D | Tope | Size | Cipher |"-.-"a|i|:|it_l.J | Trust | LCreation
ENEE Sign F733463F  pub/sec 204372048 RSAHRSA  Ulimate Ful  2008-10-24
Delete

Revake

List Signatures

Irnpork via HTTP..,
Import, ..

Export Secret Kevy k

Propetties

Refresh Kevs (Kevserver)
Reload Key Cache
Reverify Signatures

Default Key: F733463F 1 kewys (1 secret keys)

-21 -
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It appears a window in which you have to enter the directory place of your public key

file. We recommend storing the file in the same directory where your key pair has
been placed.

The file name has the form xxxxxxxxx.asc (see the example in the below-mentioned
window).

Click on Save.

Choose Name for Key File

Save i | I gpog-key ﬂ ﬁ E-
D gpg.conf
gpg.conf.O
Recent gpg.conf.ald
pubring. bak
@ [# pubring.gpg
random_seed
Desktop @ secting.opg
_ [@ trustdb.gpg
ty Documents
g8
by Computer
.. ! File name: I = [ save |
My Metwark,  Save as type: |.-’-'-.II Files [7.%) ﬂ Eazs]
Places

-22-
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- Finally you will be informed that the file has been stored successfully.

- Click OK to continue

Key Managen

Key(s) successfully saved in 'Dihgpg-keswRLMST, asc',

4.2 Send public key to Eurostat

In order to make your public key available to Eurostat take the file (xxxxxxxxx.asc), annex
it as attachment to an email and send it to Eurostat.

-23-
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5.Decrypt data files received from Eurostat

After the WIinPT / GnuPG software was installed and your public key has been
successfully imported into Eurostat WinPT/ GnuPG application you will receive coded
files.

Kindly note the following points:

- The decrypted file has always as extension the format ".gpg".

- The decryption software takes the input file, decrypts it and creates a new output file
without the extension ".gpg".

- The decryption software decompresses the input data.

Download coded file

- Inside eDAMIS Web Application download the coded file you have received from
Eurostat.

- Click Save
Store it on any convenient directory on your PC / server.

| File Download .

Do you want to open or save this file?

Mame: EDAMIS1 Al A EU 2006 0000 Y0003 R.GPG

Type: OpenPiEP encrvpted/signed file, 2,35KE
From: d02di0a0s7s1

Open ][ Save ]|- Cancel |

= While files From the Internet can be useful, some Hles can potentially
g harm your computer. 1f vou do nat trust the zource, do not open or
* zave thiz file What's the risk?

-24 -
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Open Windows Explorer

- Open the directory where the coded input file is stored.

Open WIinPT File Manager
- Click with the right mouse button the little key icon on the task bar (see red arrow).

- On the WIinPT menu, which then appears, click File Manager.

kew Manager
Card Manager

Edit Clipboard

Clipboard 3
Current Window  #

Preferences r

ey ptdisk r
About, .

Exit —

- It opens the File Manager window of WIinPT.

File Manager {use drag & drop to add files) - |I:I|i|

File Edit Wiew

Statuz | M ame | O peration |

-25-
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Decrypting the file (1)

- In order to decrypt the input file, simply drag & drop it from the Explorer window to the
WinPT File Manager window.

B encryption

File Edit ‘View Favorites Tools  Help

eBack A =P | l:lﬁ j':w' Search ‘U:_‘* Faolders

Address ||:'j [:ikesthencryption

v

Folders = Mame =~ 5. | Tvpe Date Modified
& My Documents ~| BEGR_EMPLOY_A_ML_2008_0000_YODO1_M.GPG  2KB ‘ersc.. 24/10/2008 14:00
= ra My Compuker
[ e SYSTEM (1) File Manager [use drag & dip to add files)
=/ % DATA (D:) File Edt view
# I3 download
|3 ELPUb Statuz I Mame ‘ I O peration
I3 encrypt EMCRYPTED D-'testiencrptionhEGR_EMPLOY_A_ML_2008_0000_%0001_M GPG
[ European_Projd
=) apg-key

# [5) lsa-projects

¥ [C5) netscreen fire

# 7 network info
|53 outlook archive

& [5) private

[ [C5) Program Files

[ smarteard

= 15 test

[l
|2

-26 -




3/11/2008

Decrypting the file (lI)

Select within the File Manager window the coded file.

Open the File menu and click on Decrypt

File Manager, (use drag & drop to add files)
N Edit  Wiew

E0X]

open...

| Operation

List Packets

Cale Digest , encryptiontEGR_EMPLOY_A_MNL_2008_0000_%0001_M.GPG

Encrwpk

Symmekric

Sign & Encrypk
Sign

Werify

Wipe
\Wipe Free Space

Reset
Exit

- 27 -
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Decrypting the file (llI)

- It appears a window showing your GnuPG home directory, i.e. it contains the key files
which were created by the installation process of WinPT / GnuPG.

Choose Filename for Output

S ave ir: IE:‘ apg-key _"'J - £ E-
e = gpg. conf
D gpg.chF.O
Recent gpg.conf. old
SEANLNST asc
@ pubring.bak

& pubring.gpg
Desktop random_seed
@ secring.apg
@ kruskdb.gpg

¥

ty Docurments

ky Computer

¢ i

File name: I j Save |
My Metworl: Save az type: I.-’-\.II Files [*.7] _vJ Cancel |

Flacez
A

-28 -
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Decrypting the file (IV)

- Switch to any convenient directory where you want to store the decrypted file

- enter a valid file name in the form "new file-name.csv"

Look ahead

The encrypted file you have received has the format "file-name.gpg"”. During the
decryption process, the application GnuPG takes the whole name of the file, removes the
extension ".gpg" and creates a new file composed of the remaining part of the former
name. However this name does not have a valid extension for Windows. In order to avoid
a problem you have to use as file extension the format ".csv". At the moment Eurostat

uses this file format.

Choose Filename for Output

=~ = Bt E-

B EGR_EMPLOY_A_ML_2005_0000_¥0001_N,GPG

Save i |_} encryption

-

Recent

=

Desktop

)

ty Documents

—
w58
ky Computer
‘*’1] File name: |_EMPLOY_A_NL_2008_0000_0001_N.cs < Save |
®
My Metwork, Save as type: |.-’-'-.II Filez [".7) ﬂ Canizel
Places

-29-
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Decrypting the file (V)

- In the following window enter the passphrase which you have created during the
WInPT/GnuPG installation.

- Click OK

Decryption k E|

Encrypted with the following public kew(z)]
HLMS! [EGR] <exampleiiec. europa.eur (RS54, OxDE3ACH3E]

Y'ou need a pazzphraze to unlock the secret key for
uzer "MLMSI [EGR] <examplei@ec. europa. eus"
RSA key, D DBBACKH3E [main key ID FF33463F)

Fleaze enter your passphrase [v Hide Tuping

k. | Cancel

-30-
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Decrypting the file (VI)

- After the decryption process is finished it appears again the File Manager window.

- When the decryption process succeeds, it appears the SUCCESS message in the
Operation field. In the Status field the entry changes from ENCRYPTED to
UNKNOWN.

- The new decrypted file is then stored in the directory you have selected.

® encryption

File Edit “iew Favaorites Tools  Help

@ Back - \__) L@ /_ ) Search [.f_" Folders -

Address ‘@ Critestlencryplion

Folders x Mame Size | Twpe Date Modified
B Iy Documents s - EGR_EMPLOY _A_ML_2008_0000_Y0001_N.GPG 2KB  Mersc..,  24/10j2008 14:00
= 'a Wy Computer B @EGR_EMPLO‘."_.'!'._NL_2IZIIZIS_DDDD_\.-'DDD1_N.u:sv 18KE Micro,,,  24/10/2003 14:21

S SYSTEM (C:)

= “e DATA (D2 ﬂ|§ Manager {use drag & drop to add files) A _|[EJ

=) download

|51 ELPub

51 encrypt Status | Mame | O peration
|51 European_Projd | UMENOWH D:'\test'\encr_l,lption'\EEH_&%’WF'LI:IY_.-‘-‘-._NL_EDDB_DDDD_\-"EIDD'I_N.csv SUCCESS

= opo-key

51 lsa-projects

[5) netscreen fire

51 netwaork info
=1 outlook archive

|51 private

|51 Program Files

= smartcard

= | best

|A
|

-31-
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6.Short Documentation

If you have used the given parameters for installing the WinPT application you will find
below-mentioned a list with helpful information. These settings refer to Window XP.

- Standard folder C:\Documents and Settings\username\GnuPT
-> GnuPG executable GPG
-> Language Support Locale
-> WiInPT executable WPT
- Registry Keys HKEY_Current_User \ Software \
-> GNU GNU
-> WinPT WinPT
- Registry Keys HKEY_Local_Machine \ Software \
-> GNU GNU
- Program for C:\Documents and Settings\username\GnuPT\unins000.exe

uninstalling WinPT

7.Support

If you have questions or you need support concerning software installation / configuration,
export of the public key or file decryption, please contact your partner in Eurostat. He /
she will respond to your question.

-32-
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